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1. HACIIOPT ®OHIA OIIEHOYHbBIX CPEACTB

1.1. O61acTh NPUMEHEHHA

®onpa omeHouHblx cpeactB (POC) — HeoThemieMas dYacTh pabouei
IpOrpaMMbl AUCHUILTUHBL (MOAYJs1) OCHOBBI MH(POPMAIIMOHHON 0G€30MacHOCTH U
NpEeIHA3HAYEH JJIs1 KOHTPOJISI U OLIEHKH 00pa30BaTEIbHbIX JOCTUKEHUN CTYIEHTOB,
OCBOMBIIMX IIPOrPaMMy JUCHUIUIMHBI (MOZYJIS).

1.2. Hesaun u 3aqa4u (pOHIA OLIEHOYHBIX CPEACTB

Henp ®OC — ycTaHOBUTH COOTBETCTBHE YPOBHS MOJTOTOBKH 00YUalOIIEerocs
tpeboBanusiM PI'OC BO OakanaBpuar / coenuanurer / Marucrparypa 1o
HarnpasyieHu0 1oarotoBku 44.03.05 Ilemarornueckoe oOpa3zoBaHue (C ABYyMs
PO UIIMH OJATOTOBKH ), YTBEP>KICHHBIM MTPUKa30M MHUHHCTEpCTBA 00Opa30BaHUs
u Hayku Poccuiickoit @eneparuu ot 22 depans 2018 r. Nel25 (c usMeHeHUAMH U
JIOTIOJTHEHHUSIMH ).

1.3. Ilepedyennb kommeTeHUUil, GopMHpPyeMbIX B Npoliecce OCBOEHHUSI
OCHOBHOI1 00pa30BaTe/IbHOI POrpaMMBbI
[Ipouecc ocBOEHUsT JUCUUIUIMHBI HAITPaBJIeH Ha (POPMUPOBAHUE CIIETYOLIUX

KOMHCTGHHI/Iﬁ N HHAUKATOPOB UX NOCTHUIKCHMA:

Koa no ®IOC BO ‘
YHuUBEpcaIbHbIE

O6HI€HpO(1)€C‘CI/IOHaHI>HI>Ie

[TpodeccuonaibHbIe
I1K.1.1. Criocoben ¢popmupoBath U
peaT30BBIBATh IPOTPAMMBI PA3BUTHS
YHHUBEPCAJIbHBIX YUE€OHBIX AEUCTBHI 1O
nH(popMaTuKe

NuaukaTop 10CTHKEHUS

[1K-3. CriocoOeH ocBanBaTh U MCIOJIB30BATh
TEOpEeTUYECKHE 3HAaHUS U MPAKTHUYECKHE
YMEHUS M HaBBIKH B IIPEIMETHOM 001acTH
MIpH pelIeHnr TpodecCuOHaIbHBIX 3a7a4

[1K.1.2. JleMoHCTpHUpYET 3HAHHE
coJiepskaHusl 00pa30BaTeNIbHBIX TPOrPaMM IO
uHpopMaTUKe

[1K.1.3. Crioco6eH npoekTHpoBaTh
o0pa3oBaTesibHbIE IPOrPaMMBbI Pa3IMYHBIX
YPOBHEH M 3JIEMEHTHI 00pa30BaTEIbHbIX
IporpamMM B IpeMETHOM 001acTu
«Muadbopmarukay

1.4. Jranbl GpopMHUPOBAHMS KOMIIETEHIUI W CpeICTBa OLEHUBAHMS

YPOBHS UX ¢OPMHPOBAHHOCTH

0€30I1aCHOCTH

Jrtansl popmupoBanusa komnereHunii | Komnerenuun KoHTposbHO-011cHOYHBIE
cpeacTna / ¢cnocod OneHMBAHUSA
Tema 1. OcHOBBI HHGOPMALIMOHHOM IK-1 Brinonnenue 1a00paTOPHBIX

pabor




Tema 2. MeToibl pe3epBHOTO IIK-1 Brinonnenue 71a00paTOPHBIX
KOIIMPOBAHUs JaHHBIX pabor

Tema 3. Metopl ayTeHTH(PHUKAIMN U [IK-1 Brimonnenue 1a00paTOPHBIX
aBTOpHU3aLUU pabor

Tema 4. AHanu3 u HacTpoiika [IK-1 Brimonnenue 1a00paTOPHBIX
6e30I1aCHOCTH B ONEPaLMOHHbIX pabor

cuctemax cemeiicrea MS Windows

Texymas aTTecTamus IK-1 KonTposabnas padora
IIpoMe:kyTouHasi aTTECTALMSA IIK-1 OK3ameH

1.5. Onucanue nokasareseil GopMupoBaHUs KOMIIETEHIUH

Koa xomnereHuun

Pe3yabTaThl C)OPMHPOBAHHOCTH

OIIK-3. Cniocoben
OpPTraHU30BBIBATH COBMECTHYIO U
MHIUBUAYATbHYIO YUEOHYIO U
BOCIIUTATEIBHYIO ACATEIHHOCTD
00y4aromuxcsi, B TOM YUCIIE C
0COOBIMH 00pa30BaTEIbLHBIMU
NOoTpeOHOCTSAMH, B COOTBETCTBUU
¢ TpeboBaHUAMHU (heaepaTIbHbIX
rOCyJJapCTBEHHBIX
o0Opa3oBaTeNbHbIX CTAH/IaPTOB
[TK-3. Cniocoben ocBanBaTh
MPUMEHSITh 0a30BbIE HAYYHO-
TEOPETUYECKHE 3HAHUS U
MPAKTUYECKHE YMEHHUS 110
nH(pOpMaTHKE B
poeCCUOHATBHON EATETLHOCTH

OIIK-3.1. Ymeer onpeaensats u GopMyIUpOBAThH LENH U
3a/1aud y4eOHON U BOCITUTATEIHLHOM JIEATETbHOCTH
00y4arouxcsi, B TOM YUCIIE C 0COOBIMU
00pa3oBaTeNbHBIMH TOTPEOHOCTSAMHU B COOTBETCTBUH C
tpeboBanusimu GI'OC. OIIK-3.2. [IpumeHsaTh
pa3IUYHbBIC PUEMBI MOTHBAIIMH U Pe(IICKCHH TTPH
OpTraHMU3aIi COBMECTHOW U MHAWBHUIyAIbHON y4eOHOM
Y BOCITUTATEIBHOM JIEATETHHOCTH 00YYaIOIIUXCSI, B TOM
YHclie ¢ 0COOBIMH 00pa30BaTEIbHBIMU OTPEOHOCTSIMH.
OIIK-3.3. [IpumensieT GOpMbI, METOIBI, TIPUEMBI U
CpeICTBa OpraHU3alMK Y4eOHOM U BOCIUTATEIHHON
NeSITeTbHOCTH 00YUaIOIIUXCsI, B TOM YHCIIE C OCOOBIMHU
00pa3oBaTeNbHBIMH MOTPEOHOCTAMHU.

ITK.3.1. Criocoben popmMupoBath U peaan30BhIBATH
POrpaMMBbI Pa3BUTHS YHUBEPCATBHBIX YIEOHBIX
NecTBU 10 HHPOpMATHKE

I1IK.3.2. JleMOHCTpUpPYET 3HaHUE COAECPKAHUS
00pa3oBaTeNbHBIX MMPOTPaMM IO HH(OPMATHKE

I1IK.3.3. CmocobeH mnpoekTupoBaTh 00pa3oBaTelbHbIC
MPOrpaMMbl  Pa3IMYHBIX  YPOBHEH W DJIEMEHTHI
o0pa3oBaTeNbHBIX MPOTPaMM B MPEIMETHOW 00JIacTH
«udbopmarrkay

1.6. Kputepun ouneHMBaHHsI KOMIETEHIMHA Ha Ppa3HBIX JTamax MX

¢popmupoBanus

Bup yyeOHoii padoThI

| KoJsinuecTBo 6a/110B

5 cemecTp
0P0 0-390 300
Odopmiierre 0TYETOB MO JaOOPaTOPHBIM 30 6atoB 30 6amwtoB
paboram
PaboTa Ha 1a00paTOPHBIX 3aHATHSIX 30 6autoB 30 6autoB
BrinonHeHne TeCTOBLIX 3aJaHUuN - -




Brinmonnenue 3agaHuii caMOCTOSTEIILHON 10 6amioB 10 6amioB
paboThI

3a4eTa 30 GamioB 30 GamioB
HToro 3a cemectp: 100 6amnoB 100 6anmoB
Bcero 100 GamnoB

HaxkonurenapHas cucreMa oneHuBanud mo 100-6aanbH0M mKaJje

Yerpipexoar-
JbHas cucTeMa
OlleHUBAHUS
IK3aMeHa

100-
0aJlIbHAA
IIKAJIA

BykBenHnas mkana, coorsercrsyromas 100-
0a/lJILHOM IKAJIe

Cucrema
OLICHUBAHUSA
3agera

OTIIMYHO

90-100

A — OTJIMYHO — TEOPETUYECKOE COJIepIKaHUE Kypca
OCBOCHO IOJTHOCTBIO, 6€3 IPOOEIOB; HEOOXOIUMBIE
MPAKTUYCCKHE HABBIKK PA0OTHI C OCBOCHHBIM
MaTepraaoM c(hOPMHUPOBAHBI; BCE
MpeyCMOTPEHHBIE IIPOTPaMMON 00yICHHUS
y4eOHBIC 3a][aHUsl BBIIOJIHEHBI, KAUECTBO MX
BLITTOJTHEHUS OLICHEHO YHMCIOM 0asinoB, OJHU3KHUM K
MaKCHMaJIbHOMY

Xopomo

83-89

B — o4eHb XOpOIIO — TEOPETUYECKOE CONEPIKAHUE
Kypca OCBOEHO ITOJIHOCThI0, 0e3 IpoOesoB;
HE00X0JUMbIE TPAKTUUECKUE HABBIKU PabOTHI C
OCBOCHHBIM MaTepUaJIOM B OCHOBHOM
c(hOpMUPOBaHbI; BCE MPEIYCMOTPEHHBIE
nporpamMMoil o0ydeHus: yueOHble 3a1aHUs
BBITIOJTHEHBI, KAYECTBO BBIMOJIHEHUSI OOJIBIINHCTBA
M3 HUX OLIEHEHO YUCIIOM 0ajlioB, OJM3KUM

K MaKCUMaJIbHOMY

Xopowo

75-82

C — x0po110 — TeOpeTHYEeCcKOoe Coiep KaHue Kypca
OCBOEHO TIOJTHOCTBIO; HEKOTOPBIE MTPAKTHUECKUE
HaBBIKM pabOThI C OCBOCHHBIM MaTepUaIOM
c(OpMHPOBAHBI HEAOCTATOYHO; BCE
IIPEyCMOTPEHHBIE TPOrpaMMOil 00ydeHus
y4eOHbIE 3a/IaHMS BBITIOJTHEHBI, KaYeCTBO
BBINOJIHEHUS HU OJTHOTO U3 HUX HE OLICHEHO
MUHUMAaJIBHBIM YUCIIOM 0aJUTOB, HEKOTOPHIE BHIBI
3aJJaHU BBINOJIHEHBI C OIIMOKaAMH

VYnosnerBo-
PUTENBHO

63-74

D — ynoBneTBOpPUTEIBHO — TEOPETHIECKOE
coJiepKaHue TUCIUILTNHBI OCBOEHO YaCTUYHO, HO
poOeTBl He HOCAT CYIIECTBEHHOTO XapaKTepa,
HE00XO0/IMMBbIE IPAKTUYECKHUE HABBIKU PAOOTHI

C OCBOCHHBIM MaTE€pPHaJIOM B OCHOBHOM
c(OopMHPOBaHBI; OOJIBIIMHCTBO
MIPEYCMOTPEHHBIX TPOTPaMMON 00yUYeHHS
yueOHBIX 33aHUI BBIIIOJIHEHO, HEKOTOPbIE

13 BBIMIOJIHEHHBIX 33JJaHAN, COACPIKAT OMIMOKH

Y noBneTBo-
PUTEIBHO

50-62

E — mocpeacTBeHHO — TeopeTHUEcKOe
coziep’kaHHe Kypca OCBOGHO YaCTHYHO;
HEKOTOpbIEe MPAKTUYECKHE HABBIKU PAOOTHI

He c(hOPMHUPOBAHbI, MHOTHE NTPEYCMOTPEHHBIE
nporpamMmoii o0yuenust yaeOHbIe 3aaHus

HE BBINOJHEHBI JTHO0 KaueCTBO BHIITOIHEHUS

3auTreHo




HCKOTOPLIX U3 HUX OLCHCHO YUCIIOM 6aJIJIOB,
OJIU3KUM K MHHHUMAJIBbHOMY

Heynosnerso-
PUTEIIBHO

21-49

FX — Hey10BIETBOPUTEIBHO — TEOPETUUECKOE
CoJIepKaHUE Kypca OCBOCHO YaCTHUYHO;
HE00XOIMMBIE IPAKTUYECKNE HABBIKU PaOOTHI
He c(hopMUPOBaHBI; OOJIBIIMHCTBO
MPEIYCMOTPEHHBIX POTrPaMMON 00yUYeHHS
y4eOHBIX 33JaHUH HE BBIMOJIHEHO JIN00 Ka4eCTBO
UX BBITIOJIHEHUS OL[CHEHO YHCIIOM 0aJlIoB,
OJM3KUM K MUHHMAaJIbHOMY; TIPU
JIOTIOJTHUTEIFHON CaMOCTOSITENILHOM paboTe Hall
MaTepHAIOM Kypca BO3MOKHO TTOBBIIICHHE
Ka4yecTBa BBINOJHEHHsI YU€OHBIX 3aJaHUI

Heynosnerso-
PHUTEIBHO

0-20

F — Hey10BIETBOPUTENILHO — TEOPETHUECKOE
coJiep’KaHue Kypca HE OCBOEHO; HE00X0JUMbIE
MIPaKTUYECKHE HaBBIKU PaOOTHI

He c(hOPMUPOBAHBI; BCE BBHIMOJIHEHHBIC YUCOHBIC
3aJlaHusl CoJIepKaT rpyObie OMUOKH,
JIOTIOJIHUTEJIbHASI CAMOCTOATEIbHAs paboTa Hajl
MaTepuaIoM Kypca He IPHUBEAET K KaKOMYy-JIH00
3HQYMMOMY TOBBIIICHUIO KAYECTBA BBITIOJIHEHUS
y4eOHBIX 3aJaHUI

He 3aureno




2. KOHTPOJIBHO-OLEHOYHBIE CPEJICTBA

2.1. OueHoYHbIE CPeACTBA TEKYIEr0 KOHTPOJIA (THIIOBbIE)

Bormpocsl f1st TeKy111ero KOHTPOJIA:

HazoBute 6a3oBbie MOHATUS HHOOPMAITMOHHONW O€30MACHOCTH.

Omnpenenure OCHOBHBIEC BUJIBI YTPO3 HHPOPMALIUOHHBIM PECypcam.

[Tosicaute cyth MmeToponorun STRIDE?

Kaxkue u3 yrpo3 no merogosorun STRIDE npencTtaBiastoT HanOoJIbIIyIO

OMacHOCThH?

[TosicauTe MeTonuky oueHkn puckoB DREAD?

[TosicHuTE TEPMHH 3KCIUIOUT?

B yem otimmmuusa mexny merogukamu DREAD u OCTAVE?

[losicHuTe cyTh TEepMHHA KOH(PUIAECHIUAIBHOCTb, MPUBEIUTE ITPUMEPHI

KOH(DUICHIIUATEHON HH(POPMAIIUH.

9. bbun nosy4eHsl 1Be OLEHKU O€301MaCHOCTH UH(POPMALIMOHHON CHCTEMBI:
nepBas -- Ha OCHOBaHUHM OIpPOCa OYEHb OOJBIIOrO 4YHCcia OOBIYHBIX
[I0JI30BATEJIEH, BTOpas -- HAa OCHOBAaHMM MHEHMS Y3KOTO Kpyra
sKkcrepToB. Kakast U3 o1eHOK Ha Balll B3I O0JIee TOUHas.

10.ITpuBenuTe nmpuMepsl CAaHKIMOHMPOBAHHOIO M HECAHKIMOHUPOBAHHOIO
J0CTyIA.

11.MoXHO 1M cuuTaTh YCTaHOBKY aHTuBUpyca Ha IIK kommiekcHoi
zammron MC?

12.Kakast ©3 METOA0JIOTHI aHann3a HHGOPMAIIMOHHBIX YIPO3 Ha Balll B3TJISA
6osee rappexkTuBHA?

13.Ha30BuTE METOMBI C3KaTHsI JAHHBIX KOTOPHIC BBl 3HAETE.

14.OnummTe OCHOBHYIO Ujeko anroputma Xaddmana.

15.00bsicHUTE pa3HUILy MEXKTYy CKaTUEM U apXUBaIUEH.

16.Kakum 00pa3oM UCIHOJIb30BAaHUE APXUBOB CBA3aHO C 0€30MacHOCTHIO
uHbopmarmn?

17.B kakux ciyyasx I1enecooOpa3Ho, a B KOTOPBHIX HEIeIecoo0pa3Ho
HCTOJIb30BaHHE ApXHUBOB?

18.Moryt apxuBel ¢opmara ZIP coaepxkate wuHGOpMANHMIO IS
BOCCTAHOBJICHUS ?

19.1TokaxuTe, KaKUM 00pa30M MOXHO 3a0JIOKUPOBATh apXUB, YTO O3HAYACT
naHHast QyHKIMs?

20.0numuTe  OOIIyH0 MOCIEI0BAaTEIbHOCTh JEUCTBUN I 3alUTHI
uH(pOpMaIUHU TIPU CO3/IAHUU apXHBa.

21.HazoBuTte ocHOBHBIE TexHOJOTHH RAID.

22.Ha30BUTE OCHOBHBIE METO/IbI JyOJIUPOBaHUS UH(DOPMALIUH.

23.0nuimTe TpenuMyIecTBa U HeJJOCTaTKU Pa3IndHbIX ypoBHEH RAID.

24 Kak Ha3bIBae€TCsi B COOTBETCTBUM C TMPOLEAYpOH AyOnupoBaHHS
pazIuMyaroT METOJ, KOTOpBIM MpeAnojaraer co3gaHue Jyosen
OTpeieNIeHHBIX (ailnoB?

25.Yposenb RAID B koTOpOoM npeamnonaraercst moouepeIHoe UCIIOIb30BaHUE
[[EJIOCTHOCTU U JOCTYIMHOCTH UH(POPMAIUH NMPU CTUXUHUHBIX OEICTBUAX U
KPYIHBIX aBapUsAX HA3bIBACTCH. ..

Hwn e

NGO



26.B yem 0COOEHHOCTH AUCKPEIIMOHHON TMOJMTUKH Oe3omacHocTr? B kakmx
ClIlyyasix €€ MCIIOJIb30BaHHE HellenecooOpa3Ho?

27.0numure MpeuMyIlIecTBA W HEJOCTATKA MAHJATHOW  TOJMTHUKH
0€30MMacHOCTH.

28.B kakux ciay4asx MpUMEHsIeTCs acCUBHAs ayTeHTUuKanus?

29.HazoBuTe aBa OCHOBHBIX TMOJAXOAa TMPHU CO3JaHUM HaOopa NpaB H
IIPUBUJIETUH T10JIb30BATEIICH.

30.KTo ynpaBinser pa3peiieHusIMH Ha JIOCTYTI K pa3zesiaM peecTpa v mouemy?

31.Kakue u3 00bEKTOB MOTYT HACJIeIOBaTh pa3pellieHus] Ha IOCTYI K HUM U
OT KOro?

32./Ins yero mpegHa3HAYEHbl MapaMmeTpbl CO3/laBa€MOM YYETHOW 3arucu
NOJIb30BATEIS ?

33.B uem pa3zHuIa MeX1y OTKIIIOUEHUEM U OJIOKUPOBKOM y4eTHOM 3anucu?

34.B yem menecooOpa3HOCTh pa3OMeHusi MHOXKECTBA IMOJb30BaTeNield Ha
IPYIIbI?

35.Kak HazHayaroTCsl mMpaBa IMOJB30BATENSIM U TPYMIaM B 3aIIMIIEHHBIX
BEpCUsIX onepaunoHHou cuctembl Windows?

36.Kakue TpebGoBaHUS MO CIONKHOCTH MOTYT MPEIBSIBISATHCS K MapojsM B
onepaunoHHoi cucreme Windows?

37.Yto Takoe Kpumnrorpagus U KaKOBbl €€ OCHOBHBIC L€ B KOHTEKCTE
3aIuThl HHpOpMaIuu?

38.Kakune ocHOBHBIE MeTONbI KpunTorpaduu CyIIECTBYIOT M KakK OHHU
KJIaCCU(UIIUPYIOTCS ?

39.Uto mpencraBnser coboil muppoBaHMEe M Kakue BUABI MU(DpPOBaHUS
CYIIECTBYIOT?

40.Kakum oOpazoMm paboTaeT CUMMETPUYHOE MU(]poBaHUE, U KaKHe
MPUMEPHI aNTOPUTMOB MCTIOIB3YIOTCS B 3TOM THITE MIH(pPOBaHUs?

41.YTo0 Takoe acCUMMETpUYHOE MU(PPOBAHUE U B YEM 3AKIFOYAECTCS TPUHLIMIT
MCIIOJIb30BaHUS OTKPBITOTO U 3aKPHITOTO KIFOYEH?

42.Kakue 0oCHOBHBIC IPUHIIUITBI paOOTHI KPUNTOTpapuuecKux Xemnr-QyHKIHi
Y B YEM UX NIPUMEHEHUE?

43.YT10 npeacTaBisioT co00M 1udpoBbIe MOANUCH U KaK OHU 00€CTIEeYMBAIOT
ayTeHTU(UKALINIO U EIOCTHOCTh JAHHBIX?

44 Kak paboraer mporokosn obmena xmodamu Diffie-Hellman, u kak on
obecrieunBaeT 0€30MacHbIi OOMEH KitouaMu Il mu(poBanus?

45Yto Takoe artaka mocepenuHe (man-in-the-middle) u xakume MeToBI
MPUMEHSIOTCS JIJIs €€ MPeI0TBpalleHs B Kpunrorpapuu?

46.Kakue npuHIMMBI JIe)KaT B OCHOBE aTakd Ha MIM(P C UCHOIH30BAHUEM
no10opa Kirova U Kak 3TOMY MOKHO MPOTUBOCTOSITh?

47.YT1o Takoe CTOMKOCTh KPUNTOCUCTEMBI U MOYEMY ATO BaXKHBIM ACTIEKT B
obecrnieueHuu kpunrorpaduueckoit 6ezonacHocTu?

48.Kakum o0pa3oMm peanusyercsl 3aluTa OT aTaku M0 BpeMeHH (timing
attack) B kpunrorpaduu?

49.Kakue CylecTBYIOT METOJbl KpUnTorpaduyeckoro ayTeHTU(DHUKAIUU U
KaK OHU MMPUMEHSIOTCS B CUCTEMAaX 0€30MacHOCTH?



50.Yto Takoe kpumnrTorpaduueckas colb U KaK OHa MOBBIIIAET CTONKOCTD
XEIIUPOBAHUS MapoJIiei?

51.Kakum oOpazom Kpunrorpadgus HCHOJIb3yeTCAd i O00eCIeUeHUs
KOH()MICHIIMATEHOCTH TAHHBIX B CETH?

52.Yto Takoe OMOMETpPHYECKHE METOJIbl ayTeHTU(UKALUW U KaK OHHU
COYETAIOTCS ¢ KpunTorpadueii?

53.Kak  mmdpoBanue KoHeuHbiXx Touek (end-to-end  encryption)
oOecrieunBaeT KOH(MUIECHIMATLHOCTh JAaHHBIX B KOMMYHUKAIMOHHBIX
MPUITOKEHUSX ?

54.KakuMm o0pa3oM paboTaeT KBaHTOBas KpunTorpadus U B YeM 3aKI0UACTCS
€€ CTOMKOCTh K aTakaM KBaHTOBBIX KOMITbIOTEPOB?

55.Ut0 Takoe kpunrTorpapuyeckue MpOTOKOJbl U KaK OHU MPUMEHSIOTCS B
obecrieueHnr O€30MaCHON KOMMYHHKAITUN?

56.Kakwne BbI30BbI BOSHHKAIOT MPH UCTIOJIB30BaHIH KpUTITOTpadun B 00J1acTH
unrepHera Benieit (IoT)?

57.Kakum 00pa3zom kpunrorpadus UCHOJIb3YETCS B CUCTEMAaX AJIEKTPOHHOU
MOJIITMCH JJIs1 00ECTICUEHHs JJOBEPHS K DJIIEKTPOHHBIM JTOKyMEHTaM?

58.Kak mpoucxoaut obecrieueHrne 6€30MacHOCTH B OJTIOKYEHH-TEXHOJIOTHSX C
HCIIOJIb30BaHUEM Kpunrtorpadun?

59.Kakue metoapl Kpuntorpaduu NPUMEHSIIOTCS JJI 3alUTH HH(pOpMaIUu
Ha ypoBHE (haiiJioB U TUCKOB?

60.Yto Takoe kpumnrorpaduueckue aTakd C HUCIOJIB30BAaHUEM KaHAJIOB
oOpatHoii croponsl (side-channel attacks) u kak uM TPOTUBOCTOSATH?

61.Kakum oOpazom oOecneunBaercss 0€30MACHOCTh KpUNTOrpaduyecKux
KJIFOUEH ¥ UX XpaHeHue?

62.Kakue craHmapThl U aNrOPUTMBI IMUPPOBAHUS MIUPOKO MPUMEHSIOTCS B
COBpPEMEHHOU Kpuntorpaguu?

63.Yto mpencTaBistoT coboi kpunrorpadpudeckue mpotokossl TLS u SSL, u
KaK OHU 00€eCIIeYrBalOT O€30MaCHOCTh B UHTEpHETE?

64.Kakum 00pa3oM TEXHOJOTHS KBaHTOBOro Kiroda (quantum key
distribution) o6ecnieunBaeT 6Ge30MacHBId OOMEH KIIFOUaMM ?

65.UT0 Takoe kpunrorpadhuIeCcKuii MPUHIIKI HYJICBOTO J0oBepHs (zero-trust)
Y KaK OH MMPUMEHSETCS B COBPEMEHHBIX CHCTeMax Oe30macHoCTU?

66.Uto mnpencTaBisOT CcOOOW KOMIBIOTEPHBIE BHUPYChHI W KakK OHHU
pazIuYaroTcs OT Ipyrux GopM BPETOHOCHBIX MporpaMm?

67.Kakum 00pa3oM KOMIBIOTEPHBIC BHPYCHI PACHPOCTPAHSIOTCA U KaKUE
METO/IbI 3aIIUTHI MOTYT MPEAOTBPATUTD UX Tepenady?

68.Uto Takoe TpOSHCKHE MPOrpamMMbl M KaKWe OCHOBHBIC 1€ OHH MOTYT
MPECIIeIOBATh B KOHTEKCTE KOMIBIOTEPHBIX BUPYCOB?

69.Kakne BUABI MOBPEKICHU MOTYT BBI3BIBATh KOMIIBIOTEPHBIC BUPYCHI U
KaK OHU MOTYT BO3JICHICTBOBATh HA pa0OTy KOMITBIOTEPHOMN CHCTEMBI?

70.Yto mpeacTaBisOT cOOOM 4YepBH (WOrms) M B 4YE€M 3aKIIOUACTCS HX
OCHOBHOE OTJINYME OT OOBIYHBIX BUPYCOB?

2.2. OueHoYHBbIE CPeACTBA ISl MPOMEKYTOUHON aTTeCTAlMU

Bonpocs! miis npoBeaeHns aTrecTauuu



18.

19.

20.
21.
22,
23.
24,
25.
26.
217,
28.
29.

30.
31.

32.
33.
34.
35.

36.

Kakue ocHoBHbie (yHKIMU Opanamayspa? CrmocoObl BKIIOYEHUS H
BBIKJTIOUEHUS OpaHaMayspa.

Kak 3amyctuths OpaHaMaysp B peXHME TMOBBIIIEHHOW 0€30MacHOCTH C
MOMOIIIBI0 KOMaHHOM CTPOKHU?

Kak co3math HOBOE MTpaBWIO IS UCXOIANIUX WU BXOJSAIIUX
MOAKITFOUCHUI?

Kak oTKpbITh WM 3aKPBITh TOPT C MOMOIILI0 OpaHaMayspa?

Kak pazpemuts npou3BOIbHOM MporpaMmme JOCTYI K CETH € TTOMOUIBIO
Opanamayaspa?

Kaxkoit u3 ctanaapTHBIX poduiiei 10KeH ObITh Hau0oJIee 3aluIleH ?
Kak ObICTpO OTKPBITH MMaHEINb YIPABICHUS?

Kak ObicTpo 3anmyctutrh OpaHaMaydp B PEKHUME TMOBBIIICHHOM
oe3omnacHocTU?

. Uto nenaer komaHza services.msc?

. Kak 3anyctuts yrunuty cmd B pexume aaMuHUCTpaTopa’?

. Kak OTKpBITh OKHO JIOKaJIbHBIX MOJIMTHK 0€301aCHOCTH?

. 3a4eM MPOBEPSITh CUCTEMHbIE (PAMITBI?

. Kakum 06pazoM MOKHO TpoBEpUTH IU(PPOBYIO MOANUCH (HaityioB?

. Kak otkpeITh peectp Windows?

. IlpuBenuTe 0ocHOBHBIE KOMaH/Abl 000JI04KH cmd.

. Kakue wn3 yrunur cuctembl Windows HENOCPEICTBEHHO CBS3aHbI C

6e30macHOCThIO HHGOpMATIUH?

HazoBure OCHACcTKM, WCIOIB3yEMBIE JUIsI HACTPOMKH IMAPAMETPOB
0€30I1aCHOCTH.

Ha3zoBute OCHOBHBIE CMOCOOBI  3amycKa JIOKAJbHBIX  MOJUTHUK
0€30MacHOCTH.

HazoBute 1 00BSICHUT yPOBHE TPYIIIOBBIX MOJIUTHK.

HazoBute nopsgok MpuMeHEHUS TPYIIINOBBIX MOJUTHK.

Kak 3amyCTuTh KOHCOJIb yIIpaBiIeHUs?

Kak 1006aBUTH HOBYIO OCHACTKY B KOHCOJIb YIIPABJICHUS?

OOBsICHUTE OCHOBHBIC MOJUTUKHU TTAPOJICH.

OOBsICHUTE TEPMUH TPYIITIOBAsl MOJUTHKA.

Kakue Bupl rpynmnoBbIX U JJOKAJIBHBIX MOJUTHUK Bbl 3HaETE?

HazoBute Tpu criocoba 3armycka peaakTopa rpyIinoBbIX MOJUTHK.
OO0bsicHuTe MapaMeTpsl y3ia [lapameTpsl 6€30macHOCTH.

Jns 4ero mnpegHa3HA4YeHbl MOJHUTHKUA ayJIUTa, KaK HACTPOUTh 3THU
MOJTUTUKHU?

Kaxkue coObITist BO3MOXKHO (PUKCUPOBATH C TIOMOIIBIO MOJIMTHK ayIuTa’?
Kakum oOpazoMm ayaut MOXKeT OBITh HCIOJIb30BaH [Jisi TOBBINICHUS
0€30MacHOCTH CUCTEMBI?

OOBsicHUTE HA3HAYCHHE OCHOBHBIX MOJUTHK ayIUTA.

JlaiiTe onpezenenye NOHATUA abiIo0Ha O€30MaCHOCTH.

Kakue npenmyiiiectTsa JaeT UCHOJIb30BaHUE 111a0JI0HOB 0€30MacHOCTH?
Kakue u3 cnyx0 mo BamieMy MHEHHUIO CJEAyeT BBIKIIOUHUTH IS
MOBBIIIEHUS 0€30MaCHOCTH?

Kakune nHCTpyMEHTBI OTIEPAIIMOHHON CHCTEMBI CJIETyEeT OJIOKHUPOBATH IS
OOBIYHOTO TTOJTH30BATENS?



37.

38.

39.

40.
41.
42.

43.
44,
45.
46.
47.
48.
49.
50.

ol.
92.
53.
o4,
55.
56.
57,
58.

59.
60.

61.

62.

63.

64.

Kakne monmuTuKd MOXKHO HACTpaWBaTh C TIOMOIIBIO I1a0JOHOB
0e3onacHocTu?

Kak BBl cuurTaere, Kakuhe NapaMeTphl CJIEAyeT YCTaHAaBJIMBATh U
TPYNNOBBIE  TMOJUTUKM  HACTpauBaThb TMpPU  CO3JIaHUM  11a0JI0OHA
0€30IacCHOCTH.

Kakoe oOcCHOBHOE Ha3HaueHHWE OCHACTKM AHaiu3 0e30MacHOCTH
KOMIIbIOTEpa?

B03MOKHO JI1 OTKPBITh OCHACTKY AHaIN3 0€30MaCHOCTH

KOMITBIOTEPA C MTOMOIIBIO TTAHEIH YIIpaBIeHUs ?

Kakum o6pa3om m00aBistoTcss MIA0JIOHBI 0€30MacHOCTH K OCHACTKE
AHam3 6€301MaCHOCTH KOMITbIoTepa?

N3meHstoTCsl HACTPOMKY KOMITbIOTEPA MPHU MIPOBEICHUM aHaIn3a?
OOBsiCHUTE, YTO O3HAYAIOT OTMETKH Y HA3BaHUM MOJUTHUK MOCIE
MPOBEJICHUS aHAJIHN3A.

OO0BsiCHUTE KOMaH/Ibl KOHTEKCTHOTO MEHIO y371a AHAU3 1

HacTpoiika 0€30MacHOCTH.

MoxHO JI1 MEHSITh IA0JI0H 0€30MaCHOCTH HEMOCPEACTBEHHO B OCHACTKE
AHayin3 6€30MacHOCTH KOMITbIoTepa?

Kaxkast orMeTKa OyieT roka3zaHa y Ha3BaHUs MOJUTUKHU TIOCJIE aHAJIU3a 110
mabsoHy 0e30MacHOCTH, €ClIM JaHHas MOJUTHKAa HE CYIIeCTBYET Ha
KOMIIbIOTEpE?

Kakoe ocHoBHOE Ha3HaueHue cpeacrtsa AppLocker?

Kaxkwue 3amaun Mo>xkHO pemiatsh ¢ momonibio AppLocker?

Kakue ciayxObl MO/DKHBI paboTaTh IS TOTO, YTOOBI HMCIOJIB30BATh
npasuia AppLocker?

OObsicHUTE, KaKue MIark HY>KHO CliejaTh JUIsl CO3JJaHusl HOBOTO TIpaBuia
B AppLocker.

Kakue cpencrBa omnepanMOHHONM CHUCTEMBI  MCHOJB3YIOTCA  JUJIA
OJIOKUPOBKH CMEHHBIX HOCUTENEH ?

Kak y3nars ID ycrporicTta?

O0msacuuTe, uro Takoe VID u PID?

Kakue moauTuku TMPUMEHSIIOTCS 711 OJIOKMPOBAaHUSI YCTPOMCTB, B 4eM
MEK]ly HUMHU pa3Huia’?

OOBsICHUTE TEPMUHBI OCJIBIN CIIMCOK M YEPHBIN CIIMCOK YCTPOUCTB.

Uro npencransieT coboi ceTeBasi 0€30MaCHOCTh M TOYEeMY OHa BayKHA JIJIS
WH(OPMAITMOHHBIX CHUCTEM?

Kakne oCHOBHBIC NPUHIUIBI KOH(MUIECHIIUATHLHOCTH, IIEJIOCTHOCTH U
JIOCTYITHOCTH JTAaHHBIX KACAIOTCsI CETEBOM 0€3011acHOCTH?

Urto Takoe ayTeHTH(UKAIMS B CETEBOM 0€30MaCHOCTH M KAaKHE METOJIbI
MOTYT OBITh HCIOJIb30BaHbl [IJIsi TOJATBEPXKICHUSI JISTUTUMHOCTH
MOJIb30BATEIIS?

Kakum o0pa3zom mm@poBaHue MAaHHBIX BIUSET Ha OOecredyeHue
KOH(HIEHIIMATbHOCTH B CETEBOM Oe30macHocTr?

Kakue BUIbI yrpo3 MOTyT ObITh MPEACTABICHBI B CETEBOM Cpefie, U Kak
KJIACCU(DUIIMPYIOTCS 3TH YTPO3bI?
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66.

67.

68.

69.
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73.

74,

75.

76.

77.

78.

79.

80.

81.

82.

83.

84.

85.

Yro Ttakoe artaku mnepexBaTta (sniffing) m kak OHM MOTyT OBITH
IPEeIOTBpAIICHBI B paMKaX CETEBOM 0€30MacHOCTH?

Kakue MeToapl CIoNb3yroTes 17151 00€CIeYeHus IETOCTHOCTH JaHHBIX B
nepeaye uepes3 ceTb?

Yro mpexacraBmsier coboit ¢uiapTpamms maketoB (packet filtering) B
ceTeBoi 0e30MacHOCTH U Kak oHa paboTtaet?

Kakum obOpazom araku tuma "oTka3 B oOciyxkuBanuu" (DoS) moryt
yIpOXKaTh CETEBOM 0€30MaCHOCTH, U KaK MPEA0TBPATUTH TAKUE aTaKu?
Uto Takoe BupryanbHas dyactHas ceTh (VPN) m kak oHa MoOXer
o0ecreyuTh 0€30MacHOe COCTMHEHHUE YePEe3 OTKPBITYIO CETh, TAKYIO Kak
Nutepner?

Kak paboraet 6paHIMay?3p B KOHTEKCTE CETEBOM OE30MaCHOCTH U KaKHe
(GyHKIMY OH BBITIOJHSET?

Yro mnpexacraBistor cobor araku "¢ummnHra" (phishing) u kak
MOJIB30BATENM MOTYT M30eraTh MOAJAaBAThCS HA TAaKHE aTaKd B CETEBOM
0e3onacHoCTH?

Kakne wmetompl ayTeHTH(UKAIIMM MOTYT OBITH HCIOJIB30BAHBI IS
oOecrieueHus: 6€30MacCHOCTH B OECIIPOBOJIHBIX CETAX?

Yro Takoe MHOro(akTopHasi ayTeHTU(UKAIUS U TIOYEMY OHa SIBJIAETCA
BaYKHBIM 2JIEMEHTOM CETEBOI Oe30macHoCTh?

Kak cereBbie yCTpONCTBA, TaKKe KaK MaplIpyTU3aTOPbl 1 KOMMYTAaTOPHI,
MOTYT ObITh CKOH(DUTYPUPOBAHBI JIJI51 TOBBIIICHUSI 0€30MTaCHOCTHU CETH?
Uto Takoe BeO-NPUIIOKEHUS M KaKUe YTrpo3bl OHU MOTYT MPECTaBISATh
JUTSL ceTEBOM Oe30macHoCTH?

Kakue wmepsl MOryT OBITh TPENNPUHSATH IS 3alIUThl OT aTak
MexceTeBbIX MPoTokooB (MITM) B ceTeBoit 6e30macHOCTH?

Yro npeacrasisieT coO0M ayTeHTU(DUKALMS 1O CEPTUPUKATAM U KaK OHA
MPUMEHSIETCS B CETEBOM 0€3011aCHOCTH?

Kakum oOpa3oM ceTeBasi 6€30MacHOCTb CBS3aHa C YIIPaBICHUEM ITPABAMHU
JIOCTYIIa U KAKUE POJIU MOTYT ObITh HA3HAYEHBI MOIb30BATENSAM ?

Yro Takoe ceTeBbl€ YSI3BUMOCTHU M KAKUE METObI UCIOIB3YIOTCS ISl UX
OoOHapyXeHUs U YCTPAHECHHS B CETeBOM 0€30MacHOCTH?

Kakue pomu MOryT BBIONHATH MOOWIBHBIE YCTPONCTBA B aCIEKTE
CETEeBOI 0€30MaCHOCTH, U KaK OHU MOTYT OBITH 3aIlUIICHbI?

Uro Takoe ympaBieHHE CETeBOM OE30MacHOCThIO U Kakue 3a/ladyu
BKJIFOYAIOT B CE0S MPOIIECCHI YIIPaBICHUS?

Kakum o0pa3zom npuMeHeHHe TOJUTHUK 0€30MaCHOCTH MOXKET YIIYUIIUTh
CETEBYIO O€30MaCHOCTh OpPTaHU3AIUHN ?

Uto mpencTaBistoT coOOM aTaku Ha YPOBHE MPUIOKEHUNW M KaK OHU
MOTYT OBITh MTPEAOTBPALIEHBI B CETEBOW 0€30MaCHOCTH?

Kakue TexHONOTrMH CceTeBOM OE€30MaCHOCTH HCMOJB3YIOTCS IS
OOHapy>KeHHUsI U MPEAOTBPALIEHUSI BPEAOHOCHBIX MTporpamm?

Urto Takoe "Oenble CUcKU'" 1 "UepHbIe CITUCKHU" B CETEBOM OE30MTaCHOCTH,
Y KaK OHU MPUMEHSIOTCS K YIPABICHUIO TOCTYIOM?

Hepequb THUIIOBBIX IMMPAKTHYCCKHUX SaﬂaHHﬁI
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IlepedeHb TUMIOBBIX MPAKTUYECKUX 3adaHUN

1. BBIOTHUTE KOMIUICKCHBIN aHAIN3 WH)OPMAITHOHHBIX YIPO3 ¥ COCTABBTE PEKOMEH/IAIINH TI0 3aIllUTe
JUTSL CIIETYFOIIUX TPEATIPHUSTHIH:

a) noymrpaduyeckoe IpeANnpUsLTHE ¢ ABYyMs odricaMu v 0HOH 0a30it

JTAaHHBIX KIIUECHTOB B 00JIaKe;

0) ceTb KOMMEpPYECKUX MEHTPOB U3 20 OTHEICHUH, KOTOPBIC UMEIOT

OJIMH TJIAaBHBIN OQHC;

B) Mara3uH 1O Mpojake MeOelu, KOTOPhI MMEeT JOCTyNm K 0a3e JaHHBIX 3aBOJa MPOU3BOIUTEIIS
Mebenu;

T') CEpBHCHBIH IICHTP TT0 PEMOHTY MOOWMIIBHBIX TEIC(OHOB.

Hcnons3ys nporpammy CheckUDisk ompeaenuts VID, PID durent HakonmTes.

1. 111 mpou3BoJIbHOM porpamMmel (HanpuMep nacbsiae [layk) mpegocTaBbTe AOCTYII K CETH € TOMOIIBIO
Opanamayspa Windows (CM. TEOpETHYECKHE CBEACHMSA).

2. mporpammsl Total Commander oTkpoiite mopT 3128 1mo momMomiso

Opanamayspa (CM. TEOPETUICCKUE CBEICHMUS).

3. 3anpeTurte AOCTYI K CETU MHTEPHET JUIs MPOU3BOIBHON IPOTrpaMMbl

IO TIOMOIIBI0 OpaHIMayaspa u (aiina hosts.

Crioco0 OJOKMPOBKH JOCTYNa K CETH MpOorpaMMaM C TMOMOINBI0 OpaHAaMmyepy YK€ OIHMCaHO B
TEOPETUYECKON YacTH padoThl. BrimonHute 1uist

nacksiaca KochkiHKa (Mw Apyro# mporpaMMBbl) Takue OJIOKHPOBKHL.

B xoHCcomHM ymipaBiieHus co3qaiiTe HOBBIN MIA0I0OH O€30TaCHOCTH C

nmeHeM KoHgurypanus ciryx0, B ONMCcaHUU Ma0J0HA YKOKUTE ONEPAI[MOHHYI0 CUCTEMY, B KOTOPOH
OyJeT MPUMEHEH 3TOT Ma0JI0H, K COOCTBEHHYIO

(hamunmto.

BrimonanTe aHamn3 0€30IaCHOCTH ¢ TTOMOIIBIO MAa0JI0Ha, KOTOPBIA OBIITH CO3IaH paHee.

(ep]

Jlo6aBbTe MOAKITIOYECHHBIA HAKOIIUTEIh B YEPHBIA CIHCOK.

SamudpyiTe ¢ HTOMOIIBIO Marn4eckoro kajpara ceoe U0




